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1. Introduction

2. System Configurations

Depending of existing IT infrastructure Areashell AM can be deployed in various scenarios.
Some of the installation considerations are related to how the Areashell AM server should
connect to the hardware controllers and how users and administrators will connect to the
Areashell AM.

Depending of chosen deployment scenario Areashell AM server can be installed in
corporate LAN network or in the corporate DMZ network zone.

In case of local closed physical access control system without requirements to support
remote hardware controllers or remote users, Areashell AM can be installed inside the
corporate LAN network.

If there are requirements to support remote hardware PACS controllers or to provide
remote access to Areashell web console for remote users, for security reasons it is strongly
recommended to install Areashell AM server in DMZ network zone. Optionally, Areashell
AM server can be installed inside the Corporate LAN network, however it will require to
open on corporate firewalls the network ports described in section "Network
Requirements" to allow inbound connection from the Internet to Areashell AM server.

Copyright © 2019, Areashell Inc. All rights reserved. 4
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2.1. Local System

The Diagram 1 shows the deployment scenario for small local system with local connection
of all computer hardware (system server and administrative workstations) and PACS
hardware (controllers).
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Diagram 1. Local Physical Access Control System
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2.2. Local System with Remote Access

The Diagram 2 shows the deployment scenario for the system with local connection of
system servers and all PACS hardware (controllers), but both local and remote connection
of administrative and user workstations.

In that scenario for security reasons it is recommended to install Areashell AM server in
DMZ network zone. Optionally, Areashell AM server can be installed inside the Corporate
LAN network, however it will require all network firewall ports described in section "System
Requirements" from the Internet to be allowed inbound to corporate LAN network where
the server is placed to fully operate correctly.
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Diagram 2. Local Physical Access Control System with Remote Access
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2.1. Distributed Access Control System

The Diagram 3 shows the deployment scenario with local connection of all computer
hardware (system server and administrative workstations), but with both local and remote
connection of the PACS hardware (controllers).

In that scenario for security reasons it is recommended to install Areashell AM server in
DMZ network zone. Optionally, Areashell AM server can be installed inside the Corporate
LAN network, however it will require all network firewall ports described in section "System
Requirements" from the Internet to be allowed inbound to corporate LAN network where
the server is placed to fully operate correctly.
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Diagram 3. Distributed Physical Access Control System
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2.2. Distributed Access Control System with Remote Access

The Diagram 4 shows the deployment scenario with centralized deployment of the
Areashell AM server and support of local or remote connection of PACS hardware
(controllers) and administrative and user workstations.

In that scenario for security reasons it is recommended to install Areashell AM server in
DMZ network zone. Optionally, Areashell AM server can be installed inside the Corporate
LAN network, however it will require all network firewall ports described in section "System
Requirements" from the Internet to be allowed inbound to corporate LAN network where
the server is placed to fully operate correctly.
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Diagram 4. Distributed Physical Access Control System with Remote Access
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3. System Requirements

3.1. Supported Platforms

3.1.1.Hardware Requirements

Areashell AM should be installed on a standalone physical server or dedicated virtual
machine.

The minimum system configuration to install and run Areashell AM server is:

Physical or Virtual Server host environment;

1 Intel server architecture CPU 2.0 GHz and above;

4 GB RAM minimum;

500 MB free disk space minimum;

1 Fast Ethernet network adapter.

= =4 -4 -4 -

3.1.2.Supported Operating Systems

Installation and running Areashell AM server is supported on next operating systems:
1 Microsoft Windows 2008 Server R2 Standard or Enterprise Edition
1 Red Hat Enterprise Linux 6
1 CentOS Linux 6

In production configuration it is recommended to install server on 64-bit platform.

3.1.3.Supported Application Servers
It is required to install Java SE JDK.

Installation and running Areashell AM server is supported on next versions of JDK:
1 Oracle Java SE 8 DK (JDK Download Edition) update 8 and above

Note: Oracle Java components must be downloaded separately from the Oracle download
web site.

On 64-bit platform it is recommended to install and use 64-bit version of JDK.

Areashell AM should be installed on Java EE 7 Full Profile application server.
Note: WildFly 14 server is included in Areashell AM installation bundle and will be installed
as a part of the Areashell AM installation process.

3.1.4.Supported Databases

Running Areashell AM server is supported with next databases:
1 PostgreSQL 9, 10, or 11

Copyright © 2019, Areashell Inc. All rights reserved. 9
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3.2 Network Requirements

In case of installation of the Areashell AM server in DMZ network zone, it will need to have
a static IP address that is reachable from the public Internet, as well as a registered and
published DNS host name so that workstations and hardware controllers can reach the
server. It is strongly recommended to use a separate A-record or CNAME record for any
host in a DMZ network zone for anonymity of the true server host name.

There are several ports that must be configured on the network between the Internet and
the DMZ and between the DMZ and the LAN. The following table provides a guide for the
TCP/IP port requirements for the Areashell AM connections.

TCP Port Source Destination Description
8080 Internet and Areashell AM Access to Areashell AM Management
Corporate LAN server Console (HTTP)
8443’ Internet and Areashell AM Secure access to Areashell AM
Corporate LAN server Management Console (HTTPS)
389 Areashell AM LDAP / Active Integration  Areashell ~AM  with
or 636° server Directory Services | corporate directory service.
54323 Areashell AM Dedicated Required only in case of using the
server database server | dedicated database management
server.
25 Areashell AM SMTP server Sending email notifications  to
server administrators and users.
If your corporate SMTP server uses a
different port, make sure that your
corporate firewall does not block that
port.
4050 Areashell AM HID hardware Data exchange between Areashell AM
server controllers server and HID VertX hardware
controllers (connection from Areashell)

T Any other port could be chosen at the time of the installation.

2 Depending of the port, used by corporate directory service.

3 Depending of the port, used by dedicated database server. The default value for PostgreSQL server

is 5432 or 5433.

Copyright © 2019, Areashell Inc. All rights reserved.
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4070 HID hardware Areashell AM Data exchange between HID VertX
controllers server hardware controllers and Areashell AM
server (connection from HID VertX)

3.3. Security Requirements

3.3.1.HTTP Security

It is recommended to use SSL data encryption to secure communications between clients
and Areashell AM Management Console. Areashell AM Installation Program creates and
deploys to WildFly application server self-signed SSL certificate for HTTPS connections to
Areashell Management Console. For more security, it is recommended to create and use
signed by trusted certificate authority SSL certificate. For more information please refer to
the Deployment Configurations section.

The new certificate can be installed to WildFly server with using Java keytool utility.
Use keystore password, set at the time of Areashell AM installation.
For additional instructions please refer to the keytool utility documentation:

http://docs.oracle.com/javase/7/docs/technotes/tools/windows/keytool.html

3.3.2.Authentication and Authorization
Areashell AM supports different methods of user authentication:
- Authentication using LDAP or Active Directory (recommended)
- Authentication using local Areashell AM database
- Other method are also available.

In case of authentication using the local Areashell database user names and hashes of
passwords are stored in the Areashell database. It is possible to register new user account
by creating it with using the Areashell AM Management console. The current limitation of
this method is that all users have the same administrative permissions in Areashell AM
Management Console. This will be improved in next versions of the Areashell AM.

When using LDAP or Active Directory authentication the corporate directory service is used
for user authentication and role retrieval

In case of integration with corporate directory service Microsoft Active Directory, special
service account should be registered in that directory service. It is recommended to set
secure password for that account. Password should not expire. The name and the
password of that account should not be changed. This account should have permissions to
search the directory.

Copyright © 2019, Areashell Inc. All rights reserved. 11
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It is possible to create different user groups in LDAP Directory or Active Directory and

include users to that groups to manage users’ permissions in Areashell AM Management

Console.

The following table provides a list of supported group names :

Group Name

Areashell AM Management Console Permissions

Administrators

Full access permissions, including, but not limited:

view and edit settings of hardware, policies, users;
control hardware and areas;

generate event reports;

and others.

PeopleManagers

View policies;

Register new users;
View and edit user data;
Generate event reports.

Receptionists

View and edit policies;
Register new users;

View and edit users' data;
View and edit users’ policies;
Generate event reports.

Guards

View policies;

View user data

View status and control hardware;

View status and control areas (rooms, areas, groups of areas)
Generate event reports.

Any authenticated user, not included into any of the supported user
groups, can open Areashell AM Console, but do not receive any

permissions to work in the system.

These names can be modified manually in the next file after installation of the system:

wildfly-14.0.1.Final/standalone/configuration/areashell -groups.properties

Copyright © 2019, Areashell Inc. All rights reserved. 12
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4. Installing Areashell on a Windows Server

4.1. Installing Java Virtual Machine

Areashell requires the Java™ SE Development Kit 8 (JDK) to be installed prior to installing
the Areashell software.

Note: Oracle Java components must be downloaded separately from the download web
site.

To install the Java ™ SE Development Kit:

1. Visit the following link:
https://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-
2133151.html

2. Agree to the Oracle Binary Code License Agreement for Java SE
3. Download the appropriate EXE file labeled with "jdk-7u17-windows-x64.exe"

4. Install Java SE following your platform's installation instructions:
http://docs.oracle.com/javase/7/docs/webnotes/install/index.html

5. Clean up temporary Java SE installation files, if needed

4.2. Installing PostgreSQL Database Server

The database management server must be installed before installing the Areashell. It is
recommended to use PostgreSQL 9, 10, or 11 database management server.

This installation guide covers the default installation of Areashell AM on a Windows Server
using the PostgreSQL Database management server. Installation of other database servers
are not covered in this guide. Please refer to vendor’s guides to support the installation and
configuration of other database server prior to installation of the Areashell AM.

The latest version of PostgreSQL database management server for Windows can be
downloaded from EnterpriseDB web site.

1. Download the required version of the installation program of PostgreSQL from
EnterpriseDB web site:
http://www.enterprisedb.com/products-services-training/pgdownload
or from PostgreSQL web site:

http://www.postgresal.org/download

2. Refer to the installation instructions in the PostgreSQL Installation Guide:
https://www.enterprisedb.com/docs/en/10.0/instguide/toc.html

Copyright © 2019, Areashell Inc. All rights reserved. 13
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3. Start the PostgreSQL installation program (for example, postgresql-10.6-1-windows-
x64.exe) with Administrator’s privileges by right clicking the PostgreSQL installation

file in Windows Explorer and selecting ‘Run as Administrator’ from the context
menu..

4. The Setup dialog displays. Click Next to continue with the installation.
e Setup - b

Setup - PostgreSQL

Welcome to the PostgreSQL Setup Wizard.

PostgreSQL

Packaged by:

tDB

ENTERPRISEDE

< Back Mext = Cancel

Copyright © 2019, Areashell Inc. All rights reserved. 14
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5. In the Installation Directory dialog select the PostgreSQL installation folder, if the
default install location does not suit you. Click Next to continue.

i Setup = =

1
Installation Directory l' ’E

Pleasze specify the directory where PostgresQL will be installed.

Installation Directory | C:\Program Files\PostaresqLis. 3| E}ﬂ

BitRodk Installer
< Back Mext = Cancel

6. Inthe Data Directory dialog select the folder where PostgreSQL databases should be
created, if the default location does not suit you. Click Next to continue.

e Setup = =

1
Data Directory l' ’h
]

Please select a directory under which to store your data.

Data Directory |:‘|,Prngram Files\PostgresQLYe. 3\data | qu.

BitRodk Inztaller
< Back Mext = Cancel
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7. In the Password dialog enter the password for both the database superuser (the
account name is postgres) and the PostgreSQL service account. Please check your
corporate password policy before entering the password. If you do not comply with
the password policies, the installation can fail. Click Next.

e Setup = =

1
Password

- |
—

Please provide a password for the database superuser (postares).

Password T

Retype password (eeessss

BitRodk Inztaller

< Back Mext = Cancel
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8. Inthe Port dialog enter the TCP port where PostgreSQL server should be available.
Click Next to continue.

i Setup S

Pleasze select the port number the server should listen on.

Part | 5432|

BitRodk Installer

| < Back || Mext = || Cancel |

9. Inthe Advanced Options dialog select the locale supporting your language.
Click Next to continue.

i Setup - B

Advanced Options b&

Select the locale to be used by the new database duster,

Locale ERussian, Russia - 1

BitRock Installer

< Back || Mext = || Cancel
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10.In the Ready to Install dialog click Next, to begin the installation process.

ke Setup = =
Ready to Install ! b

U s

Setup is now ready to begin instaling PostgreSQL on your computer.,

Bith.OCK Installer

< Back Cancel

11.When PostgreSQL server is installed the Completing the PostgreSQL Setup Wizard
dialog appears. Clear the checkbox ‘Launch Stack Builder at exit’ and click Finish.

e Setup ==

Completing the PostgresQL Setup Wirard

Setup has finished installing PostgreSQL on your computer.
éLaunch Stack Builder at exit? :

[l EStEu:k Builder may be used to download and instal
{additional tools, drivers and applications to
{complement your PostgreSOL installation.

PostgreSQL

Packaged by:

DB

ENTERPRISEDE

< Bacdk Finish Cancel
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4.3. Creating the Areashell Database

After the installing the PostgreSQL server, create the database for Areashell:
1. Start pgAdmin tool by clicking pgAdmin Ill in Windows Start menu.
2. Right click on the server in the Object browser and select Connect.

3. In the Connect to Server dialog enter the password of the PostgreSQL superuser
(the account name is postgres), entered at the time of the installation of the server.
Click OK.

4. Right-click Databases in the Object browser and select New Database.

5. Enter the name for new database (for example, areashell). You can change
parameters of the new database if you have special requirements or leave default
values. It is recommended to leave the encoding of the database on the tab
Definition as UTF8. Click OK.

4.4. Installing Areashell AM with WildFly Application Server

Areashell Access Management can be installed manually on existing Java EE 7 Full Platform
compatible application server or can be installed and configured by the installation
program, containing WildFly 14 application server, Areashell server components, database
access and other components required for Areashell Access Management.

Download the latest version of the Areashell installation program from the Areashell web
site:
http://www.areashell.com/download

4.4.1.Installing Areashell AM with WildFly Application Server
by the installation program in GUI Mode
This section of the installation guide covers the default installation of Areashell AM

together with WildFly 14 application server by the Areashell installation program with using
of graphic user interface (GUI).

1. Download Areashell installation program from Areashell web site:
http://www.areashell.com/download

2. Start the installation program by entering the next command in the command line:
java -jar areashell-1.7-install.jar
or right click the install.jar in Windows Explorer and select Open with / Java (TM)
Platform SE binary.

Copyright © 2019, Areashell Inc. All rights reserved. 19
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3. The License Agreements panel of the Installation of Areashell wizard
You have to select the item “I accept the terms of this license agreem
continue installation process. Click Next to continue.

oF 1zPack - Installation of Areashell

Licensing Agreements
Step 1of 12

will appear.
ent” to

Flease read the following license agreement carefully:

Areashell Access Manager 1.5 License Agreement

Important! Read carefully: this is a legal agreement. By downloading, installing, copying, saving on
vour computer, or otherwise using this software, vou (licensee, as defined below) are becoming a
party to this agreement and vou are consenting to be bound by all the terms and conditions of this

agreement. If vou do not agree to the terms and conditions of this agreement, vou should not
download, install and use The software.

1. Parties

3. "Licensor" means Areashell Inc. registered in California, USA.
(®) I accept the terms of this license agreement.

(7)1 do not accept the terms of this license agreement.

{Made with |zPack - hitp://izpack.ong/)

Quit

4. The Target Path panel of the Installation of Areashell wizard will appear. Select the
folder where WildFly application server should be installed, if the default location

does not suit you.

Note: Do not select folder, containing spaces.
Click Next to continue.

@F 1zPack - Installation of Areashell

Target Path

Step 2 of 12
Select the installation path:
C:\areashell‘l,wildﬂy—lo.0.0.Finaﬂ] Browse...

{Made with IzPack - hitp://izpack.ong/)

Previous Quit

Copyright © 2019, Areashell Inc. All rights reserved.
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5. If selected folder does not exist, the warning window appears. Click OK.

The target directory will be created:
Chareashellywildfly-10.0.0.Final

[ OK || Cancel |

6. Select Installation Packages panel appears.
Leave all components selected. Click Next to continue.

@F zPack - Installation of Areashell

Select Installation Packages
Step 3of 12

Select the packs you want to install:
Mote: Grayed packs are required,

WildFly 10.0.0
Areashell 1.0 56,57 MB

Description
WildFly 10.0.0 Application Server

Total space required: 219,17 MB
Available space: 104.57 GB

{Made with |zPack - hitp://izpack.ong/}

Previous || Mext || Quit |

Copyright © 2019, Areashell Inc. All rights reserved.
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7. Database connection parameters panel appears.
Enter the following parameters:

a. Database host name - the name of the server where the database is located

b. Database port - TCP port of the database server
(by default PostgreSQL uses 5432 or 5433)

c. Database user name
d. Database user password

e. Database name - the name of the database (the database should be created
before the installation of the Areashell AM server)

Click Next to continue.

oF 1zPack - Installation of Areashell

User Data
Step 4 of 12

Database connection parameters

Database host name or IP address |localhost

Database port 5432
Database user name postgres
Database user passward Ty

Retype database user password |(sessss

Database name areashell

{Made with |zPack - http://izpack.crg/)

Previous Quit
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8. HTTP and HTTPS connectors parameters panel appears.
Enter TCP ports for HTTP and secure HTTPS connections, that will be used to
connect to the Areashell AM Management Console.
By default, all browsers use ports 80 for HTTP and 443 for HTTPS protocols. If you
enter any other values, console users will need to enter these numbers as a part of
the connection URL, for example: https://<full.server.name>:8443/areashell/login
instead of:
https://<full.server.name>/areashell/login

Click Next to continue.

oF 1zPack - Installation of Areashell

User Data
Step 5of 12

HTTP and HTTPS connectors parameters

HTTP port |80

HTTPS port |43

{Made with |zPack - http://izpack.crg/)

Previous Quit

9. HTTP parameters panel appears.
Enter the following parameters:

a. Keystore password - The password which is used to protect the integrity of
the keystore. Be sure to write down the keystore password and save in a safe
location. Password is case sensitive.

b. FQDN or IP address - a fully qualified domain name or IP address of
Areashell AM server, that will be used by users of Areashell AM web console
as a part of URL of the console.

c. Organizational Unit - a value typically given to the entity or group that has
management authority over the certificate

d. Organization - a value typically given to the entity or company thatis an
owner of the certificate

Click Next to continue.
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oF 1zPack - Installation of Areashell

User Data
Step 6 of 12

{Made with |zPack - http://izpack.crg/)

HTTPS parameters

This step will create self-signed certificate for HTTPS usage. Common name must be the fully qualified
domain name (FQDM) or IP address of your server (for example: pacs.mycompany. com)

Keystore password T

Retype keystore password [sessss

FQDM or IP address |pacs.areashell|corn |
Organizational unit |Security |
Organization |Areashe|| |

Previous || Mext || Quit |

10. Authentication Realm Type panel appears.
Select required authentication mechanism and click Next to continue.

oF 1zPack - Installation of Areashell

User Data

Step 7 of 12

Authentication Realm Type
Select authentication realm type:
Select authentication domain type

CF! ¥

() Areashell Database

{Made with |zPack - http://izpack.crg/)
Previous | [ mext | | Quit |

Copyright © 2019, Areashell Inc. All rights reserved.
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11.1f you have selected Active Directory authentication mechanism, then Active
Directory Connection Settings panel appears. Enter parameters of the connection to
the corporate Active Directory and click Next to continue.
This panel will not appear if you select Areashell Database authentication
mechanism.

oF 1zPack - Installation of Areashell

User Data
Step & of 12

Active Directory Connection Settings

Address or name of the Active Directory server pdc.areashell.com

Port of the Active Directory service (usually 389, 3268) 389

Base distinguished name cn=Users,dc=areashell,dc=com
Active Directory binding user name searchuser @areashell.com
Active Directory binding user passwaord Iy

Retype database user password uuu|

{Made with |zPack - http://izpack.crg/)

Previous Quit

12.Summary Configuration Data panel appears.
Click Next to begin the installation process.

oF 1zPack - Installation of Areashell =

Summary Configuration Data
Step § of 12

Installation will proceed with the Following settings. Press Mext bo continue,
Installation Path

C:\areashell'wildfly-10.0.0.Final
Chosen Installation Packs

WildFly 10.0.0

Areashell 1.0

{Made with |zPack - http://izpack.crg/)

Previous Quit
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13.Installation panel appears.

Wait until the installation finished and click Next to continue.

@F zPack - Installation of Areashell

Installation
Step 10 of 12

Pack installation progress:
[Finished]

Overall installation progress:

2/2

{Made with |zPack - hitp://izpack.ong/}

Previous Mext

14.Processing panel appears.
Wait until the processing finished and click Next to continue.

&% |zPack - Installation of Areashell

Perform External Processes

Step 11of 12
Processing
Certificate stored in file <C:‘\areashell\wildfly-10.0.0.Final/standalone/con
Uszing the X36-64bit wversion of prunsrv
Success
Using the X86-64bit wersion of prunsrv
Success
< >

{Made with |zPack - hitp://izpack.ong/}

Previous
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15. Installation Finished panel appears.

Click Done to finish the installation process.

@F zPack - Installation of Areashell

Installation Finished
Step 12of 12

Installation has completed successfully.

An uninstaller program has been created in:
C:\areashell\wildfly-10.0.0.Final\Uninstaller

{Made with |zPack - hitp://izpack.ong/}
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4.4.2.Installing Areashell AM with WildFly 14 application server
by the installation program in Console Mode
This section of the installation guide covers the default installation of Areashell AM

together with WildFly 14 application server by the Areashell installation program in console
mode.

1. Download Areashell installation program from Areashell web site:
http://www.areashell.com/download

2. Start the installation program by entering the next command in the command line:
java -jar areashell-1.7-install.jar -console

3. The prompt of the Areashell installation program to select target path will appear.
Enter the path where WildFly application server should be installed.
Note: Do not enter name, containing spaces.
If the default location does suit you, just press Enter.

Nov 19, 2014 1:35:24 PM INFO: Logging initialized at level 'INFO'

Nov 19, 2014 1:35:24 PM INFO: Commandline arguments: -console

Nov 19, 2014 1:35:24 PM INFO: Detected platform:
windows,version=6.3,arch=x64,symbolicName=null javaVersion=1.8.0_45
Select target path [C:\areashell\wildfly-14.0.1.Final\]

1. The prompt to accept Areashell License Agreement and continue will appear.
Press Enter to continue.

Areashell Access Manager 1.7 License Agreement

Important! Read carefully: this is a legal agreement. By

downloading, installing, copying, saving on your computer, or otherwise using
this software, you (licensee, as defined below) are becoming a party to this

Press Enter to continue, X to exit

N
—

he prompt to continue will appear. Enter “1’ and press Enter.

Press 1 to continue, 2 to quit, 3 to redisplay
1

3. If selected path does not exist, the prompt to create it appears.
Enter 'Y’ and press Enter.

WildFly 14.0.1
Enter Y for Yes, N for No: Y

s
_|

he prompt to continue will appear. Enter ‘1’ and press Enter.

Areashell 1.7 required

Done!

Press 1 to continue, 2 to quit, 3 to redisplay
1
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5. The set of prompts to set database connection parameters appears.
Enter the following parameters:

a. Database host name or IP address - the name of the server where the
database is located

b. Database port - TCP port of the database server
(by default PostgreSQL uses 5432 or 5433)

c. Database user name
d. Database user password

e. Database name - the name of the database (the database should be created
before the installation of the Areashell AM server)

Enter “1” and press Enter to continue.

Database connection parameters

Database host name or |IP address [localhost]
Database port [5432]

Database user name [postgres]

Database user password123456
Retype database user password123456

Database name [areashell]

Press 1 to continue, 2 to quit, 3 to redisplay
1

6. The set of prompts to set HTTP and HTTPS connectors parameters appears.
Enter TCP ports for HTTP and secure HTTPS connections, that will be used to
connect to the Areashell AM Management Console.
By default, all browsers use ports 80 for HTTP and 443 for HTTPS protocols. If you
enter any other values, console users will need to enter these numbers as a part of
the connection URL, for example: https://<full.server.name>:8443/areashell/login
instead of:

https://<full.server.name>/areashell/login

Enter ‘1" and press Enter to continue.

HTTP and HTTPS connectors parameters

HTTP port [8080]80

HTTPS port [8443]443
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Press 1 to continue, 2 to quit, 3 to redisplay
1

7. The set of prompts to set HTTP parameters appears.
Enter the following parameters:

f. Keystore password - The password which is used to protect the integrity of
the keystore. Be sure to write down the keystore password and save in a safe
location. Password is case sensitive.

g. FQDN or IP address - a fully qualified domain name or IP address of
Areashell AM server, that will be used by users of Areashell AM web console
as a part of URL of the console.

h. Organizational Unit - a value typically given to the entity or group that has
management authority over the certificate

i. Organization - a value typically given to the entity or company that is an
owner of the certificate

Enter ‘1" and press Enter to continue.

This step will create self-signed certificate for HTTPS usage. Common name must be the fully qualified domain name
(FQDN) or IP address of your server (for example: pacs.mycompany.com)

FQDN or IP address [pacs.mycompany.com] pacs.mycompany.com
Organizational unit [] Security
Organization [] MyCompany

Press 1 to continue, 2 to quit, 3 to redisplay
1

8. The prompt to set Authentication Realm Type appears.
Select required authentication mechanism by entering ‘0" or ‘1" and press Enter.
Enter ‘0’ to use database-based authentication and press Enter to continue.

Authentication Realm Type

Select authentication realm type:
Select authentication domain type
0 []Areashell Database

1 []1Active Directory

input selection:

0

Press 1 to continue, 2 to quit, 3 to redisplay
1
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9. If you have selected Active Directory authentication mechanism, then Active
Directory Connection Settings prompt appears. Enter parameters of the connection
to the corporate Active Directory and press Enter.

Enter “1” and press Enter to continue.

Active Directory Connection Settings

Address or name of the Active Directory server [pdc.demo.domain.com] pdc.mycompany.com
Port of the Active Directory service (usually 389, 3268) [389]

Base distinguished name [cn=Users,dc=demo,dc=domain,dc=com] cn=Users,dc=mycompany,dc=com

Active Directory binding user name [searchuser@demo.domain.com] areashell@mycompany.com

Active Directory binding user password123456
Retype database user password123456

Press 1 to continue, 2 to quit, 3 to redisplay
1

10. Wait until the installation finished and click Next to continue.

[ Starting to unpack ]

[ Processing package: WildFly 14.0.1 (1/2) ]

[ Processing package: Areashell 1.7 (2/2) ]

[ Unpacking finished ]

[ Starting processing ]

Starting process Generate keystore file (1/3)
Starting process Install service (2/3)

Using the X86-64bit version of prunsrv
Success

Starting process Start service (3/3)

Using the X86-64bit version of prunsrv
Success

Installation was successful

application installed on C:\areashell\wildfly-14.0.1.Final\
[ Writing the uninstaller data ... ]

[ Console installation done ]
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4.5. Installation Summary

If the installation process has completed successfully, the WildFly 14 application server is
installed in the next configuration:

- PostgreSQL module is deployed
- EclipseLink is integrated into WildFly server
- Areashell database is registered in the server’s configuration
- Keystore with self-signed SSL certificate is created for HTTPS protocol support
- WildFly management user is created with next parameters:
o Logon name: admin

o Password: admin
Note: For security reasons it is recommended to change the password of this
user.

- WildFly is integrated with Active Directory (only if this option was selected at the
time of installation)

- All modules of the Areashell AM are deployed as a Java EE application and set of JCE
resource adapters.

- WildFly is registered as a Windows service and started (in the case of installation on
Windows).

5. Starting Areashell Access Management server

To start Areashell Access Management server you need to start WildFly application server.
To do this open Windows Services and start service ‘Wildfly'.

It is recommended to set automatic startup type for this service to start it automatically
after restarting of the server.

If you need to use command prompt to start WildFly application server, it could be started
by the next command:

| standalone.bat -c standalone-full.xml

or

| standalone.sh -c standalone-full.xml

Please note that ‘-c standalone-full.xml Aparameters should be added.
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6. Installing Server Certificate

To prevent displaying “Your connection is not private” message in web browser it is
recommended to install sever certificate to client computers as trusted. Areashell AM
Installation Program creates and deploys to WildFly application server self-signed SSL
certificate. If you have not changed the installation directory at the time of installation, the
certificate is stored in file

C:\areashell\wildfly-14.0.1.Final\standalone\configuration\<server_name>.cer

To install this certificate as trusted on a Windows-client:

1. Right-click on certificate file in Windows Explorer and select Install Certificate.
. . = | configuration

File Home Share View o
&« v « areashell » wildfly-10.0.0.Final » standalone » configuration » v O Search configuration el
MName Date modified Type Size
standalone_xml_history File folder

D application-roles.properties PROPERTIES File 1KB

D application-users.properties PROPERTIES File 1KB

D areashell-groups.properties 511:15PM  PROPERTIES File 2KB

D legging.properties 016 %:55 AM PROPERTIES File 2KB

D mgmt-groups.properties 3/2016 214 AM  PROPERTIES File 1KB

D mgmt-users.properties 51 PROPERTIES File 2KB

5] rpolozov.cer Security Certificate 1KB

D rpolozov.keystore KEYSTORE File 3KB

& standalonexml XML Document 21 KB

& standalone-full.xml XML Document 33KB

=] standalone-full-hasxml XML Document 27KB

=] standalone-haxml XML Document 24 KB
13items  1item selected 757 bytes =l
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2. Select “Local Machine” and click Next to continue.

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of vour identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

D Current User

To continue, dick Mext,

I $ﬂﬂl‘t || Cancel
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3. Select “Place all certificates in the following store”.

Click Browse, select “Trusted Root Certification Authorities”, click OK.
Click Next to continue.

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(") Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
| Trusted Foot Certification Authorities|

| | Browse...

Select Certificate Store

Select the certificate store you want to use,

-~ | Personal &
‘=
-] Enterprise Trust

----- | Intermediate Certification Authorities

{7 Trusted Publishers
L7 Lintreted Cartifirates e I

Mext | | Cancel

[ ]show physical stores

| oK I | Cancel |
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4. Click Finish to continue.

Completing the Certificate Import Wizard

The certificate will be imported after you didk Finish.

You have spedfied the following settings:

0= o= 1= g == —mr=s s A== Trusted Root Certification Authorities

Content Certificate

| Einish | Cancel

5. Click OK.

Certificate lmport Wizard

o The import was successful,

oK

6. Restart a web browser.
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7. Launching the Areashell AM Management Console

All functions of Areashell Access Management are available through unified web interface -
Areashell Management Console

If you have not changed the port for HTTPS protocol at the time of installation, the
Management Console is available by the next URL:

https://<full.server.name>:8443/areashell/login

To receive access to Areashell Management Console you need to enter user name and
password.

% Login

< C https://rpolozov:8443/areashell/login?1 ) g
=% Apps [ Dental [Jas % as-local ([ Taxes ml\-‘laps M Gmail EREC B Google Translate »  [] Other bookmarks

Z
areashell

Please enter your Sign In Name and Password

Sign In Name

admin 1

Password

After successful authentication you should see the Home panel of the Areashell
Management Console.
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£ Areashell Home x

€& - C | f hitps://rpolozov:8443/areashell/home?6

[DMonitoring ~ EPolicies & Persons

g #home

@ Time & Attendance

BReports  #¥Administration

B System Tenant admin

=

Monitoring

View the current state of the security system and manage the messages
held and queued in the system.

Time & Attendance

Manage time and attendance policies and generate time and attendance
reports based on the events registered in the system.
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Welcome to Areashell Access Management!

Policies

Define and manage the policies the system applies to users going in the
controlled territory.

Reports

View and manage reports based on information about messages that have

passed through the system.

Users

Define and manage the users accounts and credentials.

System administration

Define and manage the hardware of the security system and how the
system controls it and monitors the system health.

Version 1.3

8. Support

In case of any questions or issues during the installation please contact the Areashell

support at support@areashell.com.
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